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Digital Eco-

My Views Only.




STATISTICS T

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

UOu o UV

$23 Trillion 50% 1.265%

COST OF CYBERCRIME GEN Al RISK SHORTAGE OF CYBER GEN Al PHISHING ATTACK
Cybercrime would cost the 50% of Executive believe There was a shortage of 4 Phishing attacks increased
world $23 Trillion in 2027 Gen Al will advance million cybersecurity by 1,265% driven by growth
(IMF 2024) adversarial capabilities such professionals which could of Gen Al
as deep fake, malware & increase to 85 Million in (Sentinel One, 2004)
phishing 2023

(Sentinel One, 2024) (Sentinel One, 2024)



CYBERCRIME INVESTIGATION TIMELINE (1990-2016): NIGERIA
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WHAT DO YOU SEE?
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The intersection of innovation and creativity with emerging technologies offers more than a glimpse into the art of the possible, it propels us toward a future that is both exciting and uncertain. GETTY (David Henkin 2024)



GLOBAL DIGITAL HEADLINES .;M'"

OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES
MOTE: SIGHIFICANT REVISIONS TO SOURCE DATA MEAM THAT FIGURES SHOWT HERE ARE MNOT COMPARABLE WITH PREVIOUS REPORTS. SEE THE IMPORTAMT MOTES AT THE START OF THIS REPORT FOR DETAILS GLOBAL OVERVIEW

TOTAL CELLULAR MOBILE INDIVIDUALS USING SOCIAL MEDIA
POPULATION CONMNECTIONS THE INTERNET USER IDENTITIES

8.20 8.78 5.56 5.24

BILLION BILLION BILLION BILLION

YEAR-ON-YEAR CHANGE YEAR-ON-YEAR CHANGE YEAR-ON-YEAR CHANGE YEAR-OMN-YEAR CHANGE

+0.9% +2.2% +2.5% +4.1%

+70 MILLION +190 MILLION +136 MILLION +206 MILLION

URBANISATION TOTAL vs. POPULATION TOTAL vs. POPULATION TOTAL vs. POPULATION

58.1% 107% YA 63.9%

MAY L.:- III I‘“J 5 J Esva, COUNTEY AMD REGICMA I '-ula— 200 SUMS MAY MOT MATC IIMFﬂHTﬁNT EL -LI VE VALUES MAY IMDICATE 2DURCE DATA CORRECTIONS, AMD MaAY NOT REPRESEM nre (o) MEItWﬂtEr

Sﬂ'UFtEES I.M.; G0 } {IMEMT AUTHORITIES; GAMA INTE LI EMCE; [TU; ELIRCSTAL -'_‘“-h C; KAMNTAR & |AMAL PLATFORM RESCURCES; OCDH, BETA RESEARCH CEMTER; KEPIOS AMNALYSIS. ADVISORY: SOC1AL
o \EDHA USER IDENT | Ex MAY NOT REEPRESEMT UINIC l EIND JALS, EﬂMP‘.ﬁE.ﬁ.HlllTT WRCE CHAMGES AMD BASE REVISIONS, FIGURES ARE MOT COMPARABLE WITH PREVIOUS REPORTS. GLOBAL DATASET:
DECREASES IM THE RELEVAMT METRIC. WHERE YEAR I". YEAR CHAMGE |5 | /A" -’.Zlﬁ?f?‘F'.-'-.F: SOMNE WITH HISTORICAL DATA WILL FRODUCE IMACCURATE RESULTS. PLEASE SEE MOTES OM DATA EHCIHI




THE WORLD’S MOST USED SOCIAL PLATFORMS

RAMKIMG OF S0CIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES [IM MILLIQMS] [MOTE: USERS MAY MOT REPRESEMT UMNICGUE INDIVIDLIALS)

GLEGERL OVERVIEW
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Cwoe [
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IN THE BEGINNING
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vintage social networking

LinkedLn Pinterest YoulTobe




EVOLUTION OF THEWEB
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The Evolution of the Web

Web 1.0

Lareen shoots of E-commerce
Desktop browser Access

Web 2.0

‘Social’ networks
'‘Mobile-first’ always an

Web 3.0

Al-cdriven services
Decentralised data archileciure

A Dedicated Infrastructure Cloud-driven computing Edge computing infrastructure
Izg;l -ﬂ
P ?

2

= @bitcoin

~ Uber

3 /9\ airbnb

n facebook :
- ﬁ O Netscape * $5.9 trillion
' 51 1 trillion*
1EEID 2025

= Ikt cormgeaiees markel coap as of SO0



DIGITAL TRENDS & EMERGING TECH
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Artificial Intelligence (Al) Machine Learning (ML)

Internet of Things (loT) Blockchain Technology

Virtual Reality (VR) Augmented Reality (AR)

e

0

Quantum Computing 3D Printing

Autonomous Vehicle Robotics & Automation




VERACITY
Integrity of Data

VALUE

Assets Valuation.

Vs —-DATA FRAMEWORK
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VOLUME

Refers to the amount of data
generated through websites,
online applications, transactions,
data saved in records, files etc

VELOCITY

The speed of data processing
generated in real time, online and
offline, in streams, batches or
bits.

VARIETY

Refers to the different types of data
including structured and unstructured
data, online images and videos, human
generated texts, machine generated
readings etc.



WHATIS A DIGITAL WORKPLACE?
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STRATEGY

15[ | PROCESS




DW AS AN ENVIRONMENT LD
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Personalized Environment
(Physical & Virtual)

—Ah

Communication Suites for Gen Z
Workforce (Hot—Desk/Co Working
Space, Smart Intelligent Assets.

Co-creation &
Collaboration

Social media - Linkedln has
launched a new employee directory
service. Ilts Lookup service enables
users to search for colleagues by
name, title, experiences/specific
skills etc. Also, LinkedIn Learning —
on the agenda of One Digital
Campus of Salford Uni.




DW AS TECH SOLUTION T
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1. Smart buildings are TS \:> hd 3. Great use of AI/RPA
evolving into smart ) S, LT (Robotic Process
workplaces - IoT will merge QL -7 /// s Automation) in businesses —
your building and office /// -7 automating tasks reducing
closer to you R : costs and iIncreasing
m \ 7 productively
( > ) \/ i / C y)
\J )
BYOA

Communication

2. Seamless communication
channels over web and
mobile platforms

- 4

4. BYOA (Build Your Own
App) is next wave of
individual empowerment -
and IT need to make sure it
can cope with different
working methods




ROBOTIC PROCESS AUTOMATION (RPA) ===
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DUSINES
JOB AUTOMATION POOR S LOW OPERATIONAL
IN 20 YEARS IMPLEMENTATION SUCCESS COST - 2024

! 000

L[] [ O O

[ N




USE OF Al & RPA Ll
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—a

A

A UK INSURANCE FIRM

-_‘ With RPA and team of 4 can
process 3000 claims a day —

> without RPA — need a team of
12;

—
' AMAZON WAREHOUSE ROBOTS

Business Operation and
Management.




ENHANCE EMPLOYEE EXPERIENCE LD
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=

Enhance Collaboration

[6le

Measures Employees Performance

Takes Pulse of the Workforce Connect Digital Workplace

NG




DIGITAL WORKPLACE ISA STRATEGY EEEE

INTRODUCTION TO CYBERSECURITY MANAGEMENT SYSTEM

 User: collaborate, communicate,
connect

 Technology: the digital toolbox

» Control: governance, risk and
compliance

« Business drivers: measurable
business value

0

Source: The digital workplace: Think, share, do. Deloitte




DIGITAL WORKPLACE IS APROCESS LD
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Identify Innovation Success

B D
A C
Improve Management




WHY DIGITAL WORKPLACE?
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WORKIS NOT ALOCATION E
BUT AN ACTIVITY.

OPERATIONAL EFFECTIVENESS

INNOVATION, INTEGRATION &
COLLABORATION




HOW TO IMPLEMENT DIGITAL WORKPLACE?
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@ PEOPLE
TECHNOLOGY
@ ORGANIZATION




4 FUNDAMENTAL STEPS? LLL
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01 \ Understanding Business Requirements
Business Analysis and Crowd Sourcing.

11111

02 \ Design Digital Workplace

Technology,
Infrastructure & Security

03 l Set Deployment Strategy

Change & Transition
Management

7'6

e
=]

04 \ Monitor & Evaluate

Quality Management
System




WHAT DOES DIGITALWORKPLACEMEANTO YOU? mmn=
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ADOPTION OF DIGITAL
TOOLS

S
U DIGITAL FACILITIES




EL-AMIN UNIVERSITY MINNA WHAT Is DIGITAL DIVIDE? 111

SCIENTIA ET FELICITAS
INTRODUCTION TO CYBERSECURITY MANAGEMENT SYSTEM

“Refers to the disparity in access to and use of ICTs and the
Internet for a wide range of purposes at different socio-economic levels.~

gtenifony

AGENT

The individual who accesses the
technology.

CHARACTERISTICS OF AGENT

The attributes or traits possessed
by the individual

7407070 7/7/7//,

METHOD OF CONNECTION

The way the individual establishes
a connection.

& iy

TARGET SYSTEM

The specific systems to which the
Individual establishes connections

DGO O ekaminuniversity.edung



3 STAGES OF DIGITALLITERACY LD
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DIGITALCOMPETENCE

' In which new skills are gained.
= \— ~ \ DIGITAL USAGE

/ In which these skills are used in an
\ /// applied setting.

DIGITAL TRANSFORMATION

In which the application of skills
leads to Innovation and Creativity.




THE GOOD OF Al
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OPERATIONAL
EFFICIENCIES

58

BETTER CUSTOMER
SERVICE

DATA-DRIVEN DECISION
MAKING

PREDICTIVE ANALYTICS

L

5]

ikl

ju

—
=

e

Qr-a

COST REDUCTION

BUSINESS
CONTINVUITY

-

SUSTAINABILITY

CYBER-SECURITY




FUTURISTIC POLICING
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———e PREDICTIVE & EVIDENCE BASED

———e SCIENCE BASED &
INTELLIGENCE DRIVEN




LOCARD’S EXCHANGE PRINCIPLE
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IL.ocard’s Exchange Principle

wWherever e steps.,. whatever he
Touches, whatever he leaves, even
unNnconscioushy, will serve as a silent
weitmess against him. Not only his
fimngerprimts or his footprints, wt his hair,
the fibers from his clothes, the glass he
Dreaks,. the tool mark he leaves, tThe
ﬁ-:::inf he scratches, The blood or semen

e deposits or collects. All of these and
more, bear mute witness against hirm.
This is evidence that does Nnot faorget. It is
Nnot confused by the exciterment of the
moament. It is not absent because
humoaon withesses are. It is factual
evidence. Physical evidence cannot
be wrong., it canmnmot perjure itself, it
canmnnot be wholly albsent. Onby humoan
failure to fimnd it, study and understand it.
can dirminish its value ™

- Professor Dr. Edrmond Locarc



CASE STUDY 1: FORENSIC 101: BTK KILLER
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Dennis Lynn Rader - BTK Killer

Serial Killer: “Bind, Torture, Kill” victims
Evaded Law Enforcement for decades
Analysis of a Floppy Disk led to his arrest.
Major breakthrough in Digital Forensic
Investigation



DIGITAL EVIDENCE
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HOW TO COLLECT

Crime Scene
Management; Chain of
Custody, SOP & Chain of

WHAT TO COLLECT
Digital & Electronic
Evidence

Custody
HOW/WHAT TO EXAMINE
Tools
Link Analysis WHAT TO PRESENT

3rd Party Verification
Forensics Report,

Certificate of
Authentication &

| Supporting Documents
e — (Certified True Copies)




CRIMINAL INVESTIGATION CASE FLOW CHART
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Request to Include Evidence, Letter of A detailed Forensics Report submitted with
Authorization and Chain of Custody. relevant annexures

Crime Scene Request send Forensics Forensics Expert

Investigation from Examination Report Testimony
OPS or LEAs & Analysis Issued

Forensics Investigators Secure the Analysts Examines and Analyzes Analyst Testifies in Court as
Crime Scene Evidence an Expert Witness




THE BAD OF Al
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N e = Data Privacy
Algorithmic Bias

Ethics and Governance Emerging Technologies and

Masking Techniques

Deep Fakes Admissibility of Evidence




CASE STUDY 1: MR. HUSH
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SOCIAL MEDIA CYBER-CRIMINAL
INFLUENCER
MULTIPLE ONLINE EVIDENCE - INSTAGRAM

JURISDICTION




PHILOSOPHICAL QUOTE
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CHARLES DARWIN

It Is not the strongest of the
species that survives, nor the
most intelligent that survives. It Is
the one that Iis the mos
adaptable to change”




WHAT IS CRIME?
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CYBER CAFE_

|l

o, 1 (@ e

L 7\ 1 poLicE RE




CRIME, TERRORISM & MIODERN-DAY SLAVERY
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ONLINE SEXUAL EXPLOITATION
OF CHILDREN

MODERN DAY SLAVERY

CYBER-CRIME CYBER-WARFARE

CYBER-TERRORISM BEC




WHY DO PEOPLE COMMIT CRIME?

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

CRIMINOLOGICAL THEORIES
Criminological  theories focus on

explaining the causes of crime. They
explain why some people commit a

crime, identify risk factors for committing
a crime, and can focus on how and why

certain laws are created and enforced.




CRIMINOLOGICAL THEORY - RAT
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Cohen and Felson (1979)

R iechale argued that for crime to
GUARDIAN take place, three
requirements needed to be

present namely, a motivated

%?:E‘@TEERD S_Il_JAI"II;A(;IZI_.rE offender, a suitable target
and an absence of a

capable guardian.



LACK OF A CAPABLE GUARDIAN
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1 ARE LAW ENFORCEMENT CAPABLE GUARDIANS?

2 CRITICAL INFRASTRUCTURE PROTECTION

3 DIGITAL TRANSFORMATION/TECHNOLOGY

4 POLICIES & LAWS




QUOTE OF THE DAY

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

Albert Einstein

"We cannot solve problems
with the same thinking we used

when we created them'




CASE STUDY 2: SAN BARNADINO TERRORIST SHOOTING
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TERRORIST
SHOOTING STATE VS APPLE
ONLINE APPLE I-PHONE

RADICALIZATION (PRIVACY)




CASE STUDY 4. ILLEGAL OIL BUNKERING
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Justice Chukwu after listening carefully to the witness adjourned the case to May 28 for

continuation of tral.

A forensic analyst with the Economic and Financial Crimes Commission, EFCC, Muktar Bello, on Thursday
told a Federal High Court sitting in Abuja how Dodo Bulus, an Assistant Superintendent of Police, ASP,

connived with vandals to break pipelines and siphon crude oil.

Mr. Muktar, who was led in evidence by EFCC counsel, Salisu Majidadi, told the court, presided over by
Justice E. S. Chukwu, how forensic examination of the mobile phones of the accused persons established

their complicity in the crime. He said he conducted the examination using a cellebrite device.

A cellebrite device, according to the witness, “is a forensic extraction device commonly used by law
enforcement agencies, military and corporate security agencies in over sixty countries of the world. The
device has an in-built mechanism that protects the data extracted which is automatically transferred to a

computer”.

The EFCC witness further told the court that his findings established that there was communication between
Mr. Bulus and a suspected vandal, Joseph Amaechi, who is currently standing trial in a sister case before the

same court.

Part of the report of Mr. Muktar’s findings, which was tendered and admitted as exhibit, reads: “that Joseph
Amaechi received a text from Dodo Chilla Bulus regarding information that vandals are to operate tonight,

February 13, 2013 at 7.43pm”".



CASE STUDY 4B: ILLEGAL OIL BUNKERING
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Case of suspected Oil Pipeline Vandalism

Involved three parties: Vandals + Security +
Contractors

Analysis of Suspects Phones found SMS that
implicated them.

Link and Time Analysis of CDR put suspects in the
same location as of the time of the crime
Retrieved deleted Images and SMS as far back as
2008



CASE STUDY 5. MILITARY COURT MARTIAL
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Cross @ORENSICS REPORT

Examination

TECHNICAL
QUESTIONING

? AUTHOURIZATION




ROLE OF AN EXPERT WITNESS
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Expert Testimonial
Testimony Expernience

* Person engaged to give an
opinion based on his/her
experience, knowledge and
expertise

» Duty of an Expert Witness is
to provide:

* Independent,

* Impartial and unbiased
evidence to the court or
tribunal.



CASE STUDY 6: KILLING OF BOKO HARAM LEADER
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Evidence Based on
Video

o " Alleged Killing by LEA @
A |

Defendant discharged

5 Police Officers
Y,
Charged ' & Acquitted

(7
©,

Z,

YOUTUBE LINK: https://youtu.be/tlpZr8IRUcY ?si=My1{-KstnV-9rCr4



https://youtu.be/tlpZr8IRUcY?si=My1f-KstnV-9rCr4
https://youtu.be/tlpZr8IRUcY?si=My1f-KstnV-9rCr4
https://youtu.be/tlpZr8IRUcY?si=My1f-KstnV-9rCr4
https://youtu.be/tlpZr8IRUcY?si=My1f-KstnV-9rCr4
https://youtu.be/tlpZr8IRUcY?si=My1f-KstnV-9rCr4

SOCIAL MEDIA & Al: ISIT ATOOL FOR TERRORISM?

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

UNODP (2017). A Tool for Terrorism: Exploring How ISIL, AI-SHABAAB And Boko Haram Use Social Media In
Africa

SOCIAL MEDIA TRENDS

5 S &

Terrorist Use Wide Use Social Media to Online Recruitment Role of Social Media
Range of Platforms: publicise attacks, Strategy using Social complimented by
FaceBook, Twitter, operational victories, Media offline peer

WhatsApp, Telegram tactics etc influences



THE UGLY OF Al

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

.\ DEEP-FAKE PHOTO-
E:;ﬁ’ PAEDO.
< CYBER-RAPE?

Al CRIMES, ROBOT CRIMES,
% “TERRORISM”, DRONE
OFFENSES

ﬂ 00000000

“INDUSTRIAL GENOCIDE™?



PHILOSOPHICAL QUOTE

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

PETER DRUCKER

‘The best way to predict the
future is to create It”




WAY FORWARD

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

A ASSUME NOTHING BELIEVE NOTHING CHECK EVERYTHING
Stakeholders in the
Criminal Justice System

Technological Solutions Law, SOP and Policies



GAMIFICATION
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OPEN SOURCE INTELLIGENCE (OSINT)

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

Forums

PODCASTS



SOCIAL MEDIA FORENSIC INVESTIGATION

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

*The Application of
Computer
Investigation and
analysis Techniques
to gather evidence
from online sources,
suitable for

presentation in a
court of law




SOURCES OF SOCIAL MEDIA EVIDENCE

OSINT - FORENSIC SCIENCE INVESTIGATION

« 200+ Social Media outlets mﬂéﬁwi;::‘
e 800+ Online Services Facebook page.
 Blogs
« Company or Personal

Websites

e Interest Forums
e Government Websites
 Archival Sites




SOCIAL MEDIA STAKEHOLDERS

OSINT - FORENSIC SCIENCE INVESTIGATION

» Users

e Content Owners

* [nvestigators

« Service Providers

e Courts & Attorneys

* Law Enforcement
 Companies & Marketers
* The Public




COLLECTION METHOD

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

e Screen Shots
e Manual Documentation

* Open Source tools
(HT Track)

e Commercial Tools (X1)
 Web service (Pagefreezer)
* Forensic Recovery

« Content subpoena




ETHICAL METHODS

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

« Laws that prevent from
searching subjects on
social media.

« Multiplication of Messages
on Social Media

* Public V Private
 Terms of service
 Licensing & Jurisdiction




TECHNICAL ISSUES

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

e Evolving Technical
Landscape

 Provider Limitations
e Content Diversity &

Volume
*Validated Tools



GENERAL THOUGHTS

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

 Constant Evolution

e Social media Crime on the
Rise

e Can we monitor SM?

« “Catch me ifyou can”

* I[ncreasing Privacy
Awareness




DOES SOCIAL MEDIA MATTER

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY




Case Study

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

 Cameroon Atrocity
* Killing of women and children

 Originally dismissed by the Cameroon
Government

* Forensic Analysis of video by BBC Africa Eye

e Real-Time Analysis and showed when and
where the crime was committed

 https://youtu.be/XbnlLkcbr3yc?si=etbbyHB
/ngFnmSVS8



https://youtu.be/XbnLkc6r3yc?si=etbbyHB7nqFnmSV8
https://youtu.be/XbnLkc6r3yc?si=etbbyHB7nqFnmSV8
https://youtu.be/XbnLkc6r3yc?si=etbbyHB7nqFnmSV8

ACPO GOOD PRACTICE OF DIGITAL EVIDENCE

OSINT - FORENSIC SCIENCE INVESTIGATION

Association of Chief Police Officers

: Princiaole 1:No action taken by law enforcement agencies or their agents
should change data held on a computer or storage media which may
subsequently be relied upon in court.

 Principle 2:In circumstances where a person finds it necessary to access
original data held on a computer or on storage media, that person must be
competent to do so and be able to give evidence explaining the relevance
and the implications of their actions.

 Principle 3: An audit trail or other record of all processes applied to
computer-based electronic evidence should be created and preserved. An
independent third partY should be able to examine those processes and
achieve the same result.

: Princirle 4: The person in charge of the investigation (the case officer) has
O\d/%ral l(‘je%ponmblllty for ensuring that the law and these principles are
adhered to.



= EL

J Piaah P8
A R
Ay

=

=

e

L e bt

W
&
b
m
#
¥
__.__

= & e




GOOGLE HACKING

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

GOOGLE SEARCH

SEARCH OPERATORS

Site: get results from certain sites
‘Related:

‘OR:

Info:

-Cache:

‘info:

‘Related.:

% 6637
> ) J




OSINT TOOLS

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

DEEP WEB SEARCHING

The Search and Rescue Engine.

socialmention™ dGgpile

E‘:‘g T

SHERILILOCK



OSINT TOOLS 2

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

IP TOOLS

 (1FCH) RN —

‘ ) | CURRENT IP | SECURITY PORT SCAN | HELP

i ]

S‘Ill‘]* |

Geoclocation Service

T 2 SHODAN

Lomputer Search Engine



EMERGING TECH., DARKWEB

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY




OSINT LINKS

OPEN-SOURCE INTELLIGENCE & EXPERT WITNESS TESTIMONY

WWW.google.com

www.facebook.com

www.dogpile.com

http://onemilliontweetmap.com/

https://usersearch.org/

http://www.topix.com/

https://www.social-searcher.com/

http://search.carrot?2.org/stable/search

https://www.shodan.io/

https://namechk.com/

http://www.emailsherlock.com/

http://whatismyipaddress.com/

https://bitcoin.org/en/

https://www.silentcircle.com/products-and-solutions/devices/

https://www.torproject.org/

https://www.hidemyass.com/

http://silkroaddrugs.org/quide-on-how-to-access-the-silk-road-3-0/

http://www.iptrackeronline.com/

19. OSINT TOOLS: http://www.onstrat.com/osint/
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Expert Witness Testimony

How to Get Evidence Thrown out imn Couart
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