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Once a security incident has occurred, the damage is
already done. The data loss, cost and time to fix the

impact and the potential downtime of any system have
already caused financial reputation, or other losses to
client and business.
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National Cybersecurity Policy And Strategy
2021

In all it chapters, chapter 9 ASSURANCE
MONITORING AND EVALUATION

9.1 Standard and Good Practices

9.2 Quality Control and Security Processes



A



A



A



A






A






A



A



Web Vulnerability
Scanning Tools :
These tool scan web
application to

identify cross-scripting, SQL
injection and path traversal,
example of

tools including

Burpsuite, Nikto, Paros proxy

and SQLMap.
Network Intrusion Detection (IDS) monitors network and
system traffic from unusual or suspicious activity and Packet sniffer
notifies the administrator if potential threat is detected.
Example of tools includes: snort, security onion, solawind &
security event manager, kisnet and zeek

Firewall Tools: are Tufin, Algo sec,
. Firemon and Redseal




PREVENTIVE MEASURES

What is a Zero-Day Exploit?

Zero-day exploits are techniques used by malicious actors to attack a
system that has a vulnerability, while the users and developers of the
system are still unaware of the vulnerability.

The term “ zero day attack ” refers to the fact that the vulnerability is
new and has been known for zero days, or in other words, unknown.
Malicious actors, or other parties, might discover a vulnerability and
walit to use it strategically, or sell it to others who have the ability to
exploit it. Zero day vulnerabilities are extremely dangerous because, by

definition, no measures have been taken to remediate or protect
aaain<st the viilnerabilitv
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1, Preparation
When drafting your plan, 23: édentl.flcatlon
follow the SANS Institute’s ,Containment

six stages of incident response. :,:radlcatlon
the plan should specify , Recovery
6, Lessons Learned




Conclusion






CYBER WARFARE
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