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Security is Everyone’s business and protecting our Digital Digital
|dentities should be a top priority to everyone and not just to Security
Analyst.

Here, we’ll be treating Security measures in protecting our passwords,
mails, and accounts from attacks like “Bruteforcing, Social Engineering,
Password guessing, Phishing, e.t.c”



95% of cybersecurity breaches are caused by human error. (Cybint)
48% of malicious email attachments are office files. (Symantec)

The top malicious email attachment types are .doc and .dot which make
up 37%, the next highest is .exe at 19.5%. (Symantec)
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Tell yourself this ..
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CONCLUSION

Security involves assessing and testing a system to discover security
risks
and vulnerabilities of the system and its data.

We define assessments as the analysis and discovery of vulnerabilities
without attempting to actually exploit those vulnerabilities.

We define testing as the discovery and attempted exploitation of
vulnerabilities.



Security testing is often broken out, somewhat arbitrarily, according to
either the type of vulnerability being tested or the type of testing being
done. A common breakout is:

e Vulnerability Assessment — The system is scanned and analyzed for
security issues. J
Penetration Testing — The system undergoes analysis and attack from
simulated malicious attackers. e Runtime
Testing — The system undergoes analysis and security testing from an
end-user. e Code Review — The
system code undergoes a detailed review and analysis looking
specifically for security vulnerabilities



THANKS!

Do you have any
guestions?






