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What is Cyber Threat
Intelligence?

Cyber Threat intelligence is data that is collected,
processed, and analyzed to understand a threat
actor’'s motives, targets, and attack behaviors.

Threat intelligence enables us to make faster, more
informed, data-backed security decisions and
change their behavior from reactive to proactive in
the fight against threat actors

Threat intelligence is evidence-based knowledge
(e.g., context, mechanisms, indicators, implications
and action-oriented advice) about existing or
emerging menaces or hazards to assets. — Gartner



Why is Cyber Threat
Intelligence important?

In the world of cybersecurity, advanced
persistent threats (APTs) and defenders are

constantly trying to outmaneuver each other.

Data on a threat actor’s next move is crucial
to proactively tailoring your defenses and
preempt future attacks.

Organizations are increasingly recognizing
the value of threat intelligence, with 72
percent planning to increase threat
intelligence spending in upcoming quarters.

Most organizations
today are focusing

their efforts on only
the most basic use
cases.

sheds light on the unknown,
enabling security teams to
make better decisions

empowers cyber security
stakeholders by revealing
adversarial motives and
their tactics, techniques,
and procedures (TTPs)

helps security professionals
better understand the threat
actor’s decision-making
process

empowers business
stakeholders, such as executive
boards, CISOs, ClIOs and CTOs;
to invest wisely, mitigate risk,
become more efficient and make
faster decisions



Who Benefit from Cyber

Threat Intelligence? From top to bottom, threat intelligence
offers unique advantages to every member
Threat intelligence benefits of a security team

organizations of all shapes and
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Cyber Threat
Intelligence Life Cycle

The intelligence lifecycle is a process to transform
raw data into finished intelligence for decision
making and action. You will see many slightly
different versions of the intelligence cycle in your
research, but the goal is the same, to guide a
cybersecurity team through the development and
execution of an effective threat intelligence program.

This cycle consists of six steps resulting in a feedback
loop to encourage continuous improvement
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Requirements Analysis

5

Collection Dissemination

Processing eedback




Cyber Threat
Intelligence Use cases

- Use Tl to enrich alerts

- Link alerts together into incidents SOC
- Tune newly deployed security controls

- Integrate Tl feeds with other security products

_ Block bad IPs, URLS, domains, files etc. Sec/IT Analyst

- Look wider and deeper for intrusion evidence

- Review reports on threat actors to better detect them Intel Analyst

- Look for information on the who/what/why/when/how of an incident
- Analyze root cause to determine scope of the incident

CSIRT /CERT

- Assess overall threat level for the organization

- Develop security roadmap Executive Management



Cyber Threat Intelligence Types

Tactical
Threat Feeds
Real Time Alerts

Automated Malware
Analysis

Threat Monitoring

Tactical intelligence is
focused on the immediate
future, is technical in
nature, and identifies
simple indicators of
compromise (I0Cs).

Operational Strategic

Patch Prioritization

Strategic Intelligence

Reporting
Incident Response
Campaign Tracking
Operational Intelligence

Reporting Insider Threat

Threat Research

Actor Profiling

Deception Operations.

Strategic intelligence shows These factors provide

how global events, foreigh  context, and context
policies, and other long- provides insight into how
term local and international adversaries plan, conduct,
movements can potentially and sustain campaigns and

impact the cyber security  major operations
of an organization.



Cyber Threat
Intelligence Tools
& Application




OSINT +

DarkWeb +
‘IS Community Feeds+

Private Feeds +

Internal Networks
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Threat Intelligence Revealing
Exposition of Sensitive
Application Detail of a Utility
Company

Confidentiality & Integrity



Information Gathering
on a financial focus
organization —

Keeping Proactive with
surface exposure.

Confidentiality &
Integrity



Cryptominer Infections /
Credential Dumping Incident
at a Utility Company.

Confidentiality, Integrity and

Availability
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